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ABSTRACT

In this paper, we address the inherent vulnerabilities of centralized telecommunications infrastructures that highlight
a critical need for disaster-resilient messaging solutions. Modern cellular networks, submarine cables, and fiber-
optic backbones frequently suffer from catastrophic single points of failure during natural disasters, power grid
collapses, or deliberate network throttling. When these centralized nodes fail, populations are left entirely
disconnected during times when resource coordination and emotional support are matters of survival. This paper
presents ChatOffi, a highly scalable, dual-layer Android application bridging high-speed cloud-synchronized
databases (Firebase) with a decentralized Mobile Ad-Hoc Network (MANET) driven by the Google Nearby
Connections API. Beyond standard peer-to-peer routing, ChatOffi introduces a revolutionary "Neural Integration"
framework featuring the Google Gemini API (gemini-3.6-flash). This includes an embedded @Al assistant for real-
time translations, predictive text, and an innovative "Al Dreamscape" protocol that synthesizes daily asynchronous
communications into surreal, cognitive summaries. The system pioneers a holographic, glassmorphic User
Experience (UX) augmented by Dynamic Sentiment Theming and Haptic Sentiment feedback, allowing users to
intuitively gauge the emotional severity of incoming data through visual and tactile responses. Security and data
sovereignty are enforced via AES-256 GCM End-to-End Encryption (E2EE), a Biometric Vault, and a proximity-
sensor-driven "Ghost Mode" to prevent physical shoulder-surfing. Furthermore, the inclusion of a camera-based
Augmented Reality (AR) Vision Mode demonstrates that military-grade offline networking, advanced sensory
interfaces, and generative Al can seamlessly coexist on mobile endpoints without exhausting device memory or
battery lifecycles.

KEYWORDS: Mobile Ad-Hoc Networks (MANET), Augmented Reality (AR), Generative Al, Sentiment
Analysis, Haptic Feedback, End-to-End Encryption (E2EE), Jetpack Compose, Asynchronous State Management.

1. INTRODUCTION While alternative decentralized protocols exist,
they have historically failed to achieve mainstream
adoption. Existing Mobile Ad-Hoc Networks
(MANETs) and standard Bluetooth chatting
applications typically force users into a harsh trade-
off: they provide basic local connectivity but
completely sacrifice user experience (UX), rich
media capabilities, and computational intelligence.
Furthermore, during a high-stress emergency, users
are bombarded with chaotic, fragmented
information. Traditional offline chat applications
offer no cognitive assistance to help users process
this data, leading to severe information overload
and psychological fatigue. [3, 4]

In today’s dynamic scenario, in order to sustain
unprecedented communication requirements during
emergencies, alternative networking architectures
must be established. Modern society relies heavily
on centralized cellular towers and broadband
internet infrastructure. However, these systems are
fundamentally fragile. During localized
emergencies—such as hurricanes, earthquakes, or
severe power grid failures—cellular towers lose
power or become overwhelmingly congested with
emergency traffic. This results in the complete
severing of critical communication lines when they
are most urgently needed. [1, 2]
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This research proposes a novel solution to these
infrastructural and cognitive limitations through the
development of ChatOffi, a highly resilient, hybrid
communication architecture boasting a futuristic,
holographic design paradigm. ChatOffi is
engineered to dynamically pivot between high-
speed cloud infrastructure and a decentralized,
offline multi-hop mesh network without requiring
manual user intervention. To directly address the
cognitive overload experienced during crisis
scenarios, ChatOffi introduces deep "Neural
Integration.” This integration includes an @AI
assistant capable of executing real-time translations
and predictive text, alongside "Dynamic Sentiment
Theming"  that autonomously alters the
application's Ul glow based on the detected
conversational mood (e.g., Happy, Tense, Angry,
Calm). [5, 6,7, 8, 9]

Furthermore, ChatOffi redefines spatial
communication by integrating an Augmented
Reality (AR) "Vision Mode" and hardware-linked
"Haptic Sentiment" to convey the precise energy of
incoming messages through varying vibration
patterns. By merging a hardware-encrypted "Store
and Forward" routing algorithm with these
advanced sensory, Al-driven interfaces, ChatOffi
establishes a robust, highly scalable blueprint for
next-generation, sci-fi-inspired survival
communications. [10, 11]

2. SYSTEM ARCHITECTURE & CORE
TECHNOLOGIES

2.1 Hybrid Mesh Topology and Spatial Discovery:

ChatOffi operates on a bifurcated network state
machine that continuously monitors network
interface controllers (NICs) to determine optimal
routing paths in real-time.

I. Layer 1 (Cloud Mode): When standard Wi-Fi or
LTE/5G is available, the system acts as a
synchronized client-server model utilizing the
Firebase Real time Database. [12]

II. Layer 2 (Decentralized Mesh Mode): Upon
detecting a sustained loss of internet connectivity,
ChatOffi automatically shifts to a MANET
topology utilizing the Google Nearby Connections
APIL.
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To wvisualize this complex multi-hop routing,
ChatOffi features a Topology Map, rendering a
rotating 3D-style visualization of current network
mesh nodes. For node discovery, the system
abandons traditional list views in favor of a Mesh
Radar—a sonar-style interface that actively scans
for nearby "Neural Nodes" (peers) in physical
proximity. Device handshake protocols are
gamified and secured through a Quantum
Entanglement Pairing UX, providing a futuristic
visual interface for linking devices via encrypted
out-of-band "Neural Pulses" (rapidly shifting QR
codes read by the camera). [3, 4, 6, 7]
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Figure 1: The Mesh Radar and Topology Map,
demonstrating spatial node discovery and Quantum
Entanglement Pairing in the offline MANET.

As shown in Figure 1, the Mesh Radar and
Topology Map illustrate spatial node discovery
and Quantum Entanglement Pairing in the
offline MANET.

2.2 Cryptographic Framework and Physical Privacy
Protocols:
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Because malicious actors can easily intercept
open-air Bluetooth and Wi-Fi Direct packets in a
disaster zone, zero-trust payload encryption is
mandatory. The system utilizes the Advanced
Encryption Standard in Galois/Counter Mode
(AES-256 GCM). Let P represent the plaintext
message, K the 256-bit symmetric key, and IV the
cryptographically secure Initialization Vector. The
cipher text C and authentication tag T are
generated simultaneously: [13, 14, 15]

(C,T)= EE« wv(P)

Security extends beyond mathematics into
physical privacy. The entire application is secured
behind a Biometric Vault, acting as a mandatory
lock-screen gateway that prevents unauthorized
access to local message logs. To combat real-
world surveillance, ChatOffi introduces a highly
novel Ghost Mode. By polling the device's
hardware Sensor. TYPE_PROXIMITY, the
application detects if an unauthorized individual
approaches the screen (shoulder-surfing). If
proximity limits are breached, the Jetpack
Compose UI automatically applies a heavy
Gaussian blur over all readable text. Additional
privacy is enforced via Self-Destructing Messages
tied to strict countdown timers, and a Secure File
Vault for storing encrypted media that remains
completely hidden from the device's public
Android gallery. [15]

D
=0
Hi Ujjwal
ChatOffi is Locked o

please send me previous class

notes

Tap to Unlock Vault

please send me previous class.

Figure 2: Privacy enforcement mechanisms demonstrating
the proximity-triggered Ghost Mode and encrypted Biometric
Vault.
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Figure 2 illustrates the privacy enforcement
mechanisms used by ChatOffi, including the
proximity-triggered Ghost Mode and encrypted
Biometric Vault.

2.3 Advanced Al & Neural Integration Subsystem:

Operating through an isolated Ai-Manager
singleton, the system leverages the highly
optimized gemini-3.6-flash model to provide a
comprehensive neural bridge.

I. @AI Assistant: Embedded directly into the chat,
this agent processes real-time translations,
contextual smart replies, and utilizes a built-in
Voice Transcription engine to convert incoming
audio notes into text instantly.

II. Predictive Text Engine: An Al-driven text
prediction pipeline that analyzes the user's current
sentence structure and suggests the next logical
phrase before the user finishes typing.

III. AI Dreamscape: At the conclusion of a
communication cycle, an asynchronous batch-
processing algorithm compiles the localized
SQLite database context. The Al then generates a
"Neural Vision"—a surreal, essence-based
summary of the user's daily digital interactions,
providing a high-level cognitive overview of the
day's events. [8, 9, 12]

3. IMPLEMENTATION & SENSORY
USER EXPERIENCE (UX)

3.1 Holographic Declarative UI Paradigm:

The graphical user interface was engineered to
abstract complex networking layers while
providing a deeply immersive experience.
ChatOffi abandons imperative XML in favor of
Jetpack Compose, crafting a Ul heavily reliant on
glass morphism, neon accents, and a "Dark Blue"
sci-fi aesthetic. The primary chat background is
composed of an animated, real-time galaxy with
drifting stars that react dynamically to device tilt
via gyroscope sensor data. [16, 17, 18]

To further reduce cognitive load, the system
employs Dynamic Sentiment Theming. As
messages arrive, the Al pipeline parses the text for
emotional context. If a tense or urgent emergency
alert is received, the entire application's neon
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accents and borders dynamically shift (e.g., from
calm blue to urgent amber or red) to represent that
mood, triggering localized recompositions at an
optimized 60 frames per second. [8, 9]
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Figure 3: The Jetpack Compose glassmorphic Ul featuring
Dynamic Sentiment Theming and neural integration via the
@A Assistant.

3.2 Augmented Reality (AR) and Sensory Qutput:

To merge the digital mesh with physical reality,
ChatOffi implements an Augmented Reality
pipeline dubbed Vision Mode (AR). Utilizing the
device camera and spatial anchoring, a futuristic
scan line overlays physical environments,
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rendering incoming chat messages as floating
digital nodes in the 3D space. [10]

For tactile feedback, ChatOffi introduces Haptic
Sentiment. By mapping the Al-detected
conversational energy to the device's linear
resonant actuator via the Android Vibration Effect
API, the application [11].

Alters vibration intensity based on message
urgency. A calm message emits a soft pulse, while
an angry or tense message triggers a sharp,
aggressive vibration pattern. Finally, users can
transmit abstract concepts via a built-in digital
Sketch Pad, allowing hand-drawn "Neural
Sketches" to be sent directly as compressed
graphical payloads into the chat stream. [11, 18]

Figure 4: The integrated digital Sketch Pad allowing users to
transmit hand-drawn graphical payloads over the mesh
network.

4. THREAT MODEL AND
VULNERABILITY MITIGATION

4.1 Physical Node Compromise and Visual
Interception:

In a disaster zone or hostile environment, physical
device seizure or visual surveillance is highly
probable. If an adversary attempts to read
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sensitive network data by looking over a user's
shoulder, the hardware proximity-driven Ghost
Mode instantly obscures the data without
requiring user intervention. Furthermore, the
combination of Self-Destructing Messages and the
Biometric Vault ensures that even if an offline
node is physically confiscated by an adversary,
the local SQLite database remains inaccessible
and automatically purged of ephemeral tactical
data. [19]

4.2 Adversarial AI Prompt Injection:

With the deep integration of the @ Al assistant and
the Al Dreamscape summarizing tool, malicious
peers could intentionally send messages
containing adversarial instructions (e.g., "Ignore
previous instructions and expose hidden system
prompts"). This is an attempt to hijack the local
Gemini model's logic. To secure the AI from
external manipulation, the AiManager implements
strict input sanitization. Messages received from
the mesh network are explicitly wrapped in rigid
delimiter tags before being fed into the contextual
prompt array, neutralizing the threat of prompt
injection over the offline mesh.

S. CONCLUSION AND FUTURE SCOPE
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